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Developing, configuring, and managing distributed systems are difficult, costly, and challenging tasks.
Tracing and analysis frameworks provide insights into how the systems’ state evolves over time, which is key for performance, correctness, and security analysis.
We propose a novel content-aware monitoring solution to analyze the data flow of distributed systems in a non-intrusive way.
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Disk access pattern for TensorFlow's dataset shuffle
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e By using a color-based scheme and representing the events by the order they
happened, CaT can pinpoint the access pattern performed by TensorFlow when
training the LeNet model (i.e., reading the dataset from disk).

o CaT tracers offer different trade-offs in terms of performance overhead,
storage space usage, and accuracy.

e CaT can pinpoint the client's data flow (blue color) going from the client's machine
through all the DataNodes, and show the replication pattern done by each
DataNode, confirming the correct behavior of the system.
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e In scenarios where a corrupted DataNode alters the original content, CaT can show
the difference between the content stored by each DataNode and the original content,

| . | . suggesting an erroneous behavior.
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