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How can we choose the right one?
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Motivation - Choosing an eBPF Library

e Most current eBPF studies focus on the technology or use cases, with
little attention to the libraries themselves 2

e Existing comparisons focus only on qualitative metrics (e.g. programming
language, portability, ease of use) 34

1 - Marcos Vieira et al. “Fast Packet Processing with eBPF and XDP: Concepts, Code, Challenges, and

Applications”, 2020.

2 - H. Sharaf, I. Ahmad and T. Dimitriou, “Extended Berkeley Packet Filter: An Application Perspective”’, 2022.
3 - Rice, Liz. “Learning eBPF”. O'Reilly Media, Inc., 2023.

4 - eBPF Chirp, Substack. “Go, C, Rust, and More: Picking the Right eBPF Application Stack”, 2025.
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Motivation - Choosing an eBPF Library

e Most current eBPF studies focus on the technology or use cases, with
little attention to the libraries themselves 2

e Existing comparisons focus only on qualitative metrics (e.g. programming
language, portability, ease of use) 34

What about the quantitative metrics (e.g. performance and resource usage)?

1 - Marcos Vieira et al. “Fast Packet Processing with eBPF and XDP: Concepts, Code, Challenges, and

Applications”, 2020.

2 - H. Sharaf, I. Ahmad and T. Dimitriou, “Extended Berkeley Packet Filter: An Application Perspective”’, 2022.
3 - Rice, Liz. “Learning eBPF”. O'Reilly Media, Inc., 2023.

4 - eBPF Chirp, Substack. “Go, C, Rust, and More: Picking the Right eBPF Application Stack”, 2025.
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Research Goal

Efficiency analysis of popular eBPF libraries

e Performance
o Impact on throughput, latency and runtime

e Resource Usage
o Overhead on CPU, RAM and energy usage

e Fidelity

o Capability to accurately capture events (i.e., without event loss)
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Methodology - Tools Implemented
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Methodology - Tools Implemented

syscount (lightweight)
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Methodology - Tools Implemented

syscount (lightweight) rw-tracer (moderate)
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Methodology - Tools Implemented

syscount (lightweight) rw-tracer (moderate)
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Methodology - Tools Implemented

syscount (lightweight) rw-tracer (moderate)
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Methodology - Tools Implemented

syscount (lightweight) rw-tracer (moderate) rw-tracer-all (more intensive)
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Methodology - Tools Implemented

syscount (lightweight) rw-tracer (moderate) rw-tracer-all (more intensive)
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Methodology - eBPF Libraries Used

BCC bpftrace libbpf ebpf-go Aya
User space Python Scripting C Go Rust
Kernel C Language C C Rust

e AyaSync - Synchronous + custom (active) polling

e AyaAsync - Asynchronous + epoll (via AsyncFd)

b’¢ bpftrace ﬁ 4,;%

B P COMPILER
COLLECTION
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Methodology - Experimental Setup and Metrics

e Five identical servers (one perlibrary) ® Resource Monitoring

o Intel® Core™ i5-9500 @ 3.00 GHz, o CPUand memory (Dstat)
o  Energy (Intel RAPL)

with 6 cores
o 16 GiB RAM e Fidelity
o 500 GiB SATA HDD + 240 GiB NVMe SSD o Total vs lost events
o Ubuntu 24.04, kernel version

6.8.0-58-generic e Workloads

o  FIO benchmark for read, write, mixed
50/50 workloads, generating =33 M events
o Runtime, throughput and latency

Each experiment repeated 3 times (average and standard deviation)

Results compared against a vanilla setup not using eBPF
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Experimental Results - Performance Overhead

Read-only
vanilla syscount rw-tracer rw-tracer-all

100
> 77.73 77.98  77.72  78.06 77.72 7850  79.00 7944 7857  79.34 ; 78.09  79.23 : 79.61  79.63
N— 80 = 2 8- @ 7 b B g /- 7
g 60 - KX .
£ 000
T 40 i [ |
& 20 y [ 8

0 {
Write-only
vanilla syscount rw-tracer rw-tracer-all

600 F ] ] ] 465.31 ]
wn a
2 500 1 Fasoiis 1 1 Fare12 414.34 $—  410.15
GE) 388 - 319.43 | 325.70  311.05 20253 31445 328.95  335.37  327.92 323.51 .
= I ~
S 200 g . . .
@ 100 . - i i

0
vanilla &3 bpftrace === BCC === libbpf = ebpf-go X1 AyaSync 1 AyaAsync =

No Two Snowflakes Are Alike: Studying eBPF Libraries’ Performance, Fidelity and Resource Usage



Experimental Results - Performance Overhead

Read-only
vanilla syscount rw-tracer rw-tracer-all
100
@ go |73 77.98 7772 78.06  77.66 7850 7900 7944 7857 7934 37 | : 7809 7923 7767 7961 7963 |
[ 60 / _
S
§ 40 + g
& 20 : |
0
Write-only
vanilla syscount rw-tracer rw-tracer-all
= S0 il i i 465.31 ]
<= 500 1 38018 . 1 Fa7s12 414.34 3 410:15
g 400 [-319.43 325.70  311.05 30253 31446 32895 33537  327.92 323.51 3
= 300 | B .
S 200 . . . =
@ 100 . : . .
0

vanilla &3 bpftrace === BCC === libbpf = ebpf-go X1 AyaSync 1 AyaAsync =

e Depends on workload event generation rate
o  Aya and libbpf introduce the highest overhead
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Experimental Results - Performance Overhead

Read-only
vanilla syscount rw-tracer rw-tracer-all
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vanilla &3 bpftrace === BCC === libbpf === ebpf-go X1 AyaSync 1 AyaAsync =
e Depends on workload event generation rate
o Aya and libbpf introduce the highest overhead
e Impacted by the complexity of the eBPF tool

o Heavier tools like rw-tracer-all introduced higher overheads
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Experimental Results - Fidelity
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Experimental Results - Fidelity
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e Impacted by the workload event generation rate
o  Faster workloads like read-only cause more event loss overall

No Two Snowflakes Are Alike: Studying eBPF Libraries’ Performance, Fidelity and Resource Usage



Experimental Results - Fidelity
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e Impacted by the workload event generation rate
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Experimental Results - Fidelity
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e Impacted by the workload event generation rate
o  Faster workloads like read-only cause more event loss overall

e Also influenced by the amount of data sent to user space
o  While rw-tracer captures most of the events, rw-tracer-all loses most of them
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Experimental Results - Fidelity
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Experimental Results - Fidelity
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e Impacted by the workload event generation rate
o  Faster workloads like read-only cause more event loss overall

e Also influenced by the amount of data sent to user space
o  While rw-tracer captures most of the events, rw-tracer-all loses most of them

e Aya and libbpf capture most events, while bpftrace struggles considerably
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Experimental Results - Fidelity

Read-only
rw-tracer rw-tracer-all
;\a 100 > T T T T T T
~ 75} 97.54 97.78 B
L2 50} S I B | S &
t - -3
o 25 0.24 0.07 0.66 0.03 0.72 0.72 g
Lu O r Y ;L & é & ry
bpftrace BCC libbpf ebpf-go AyaSync AyaAsync bpftrace BCC libbpf ebpf-go AyaSync AyaAsync
rw-tracer Write-only rw-tracer-all
ﬂ\a 100 A Vd T T T T T T
< 75 | ’9:4:52“, 96.66 /96.48 1 F i
fg 50 N N e . 4 € ]
o 25| 1 1.11 0.27 3.26 0.14 3.94 3.51 4
o 0 bpftrace BCC libbpf ebpf-go AyaSync AyaAsync bpftrace BCC libbpf ebp'f—go AyaSync AyaAsync
bpftrace Events BCC Events === libbpf Events === ebpf-go Events =1 AyaSync Events 1  AyaAsync Events =1 Lost Events 1

e Impacted by the workload event generation rate
o  Faster workloads like read-only cause more event loss overall

e Also influenced by the amount of data sent to user space
o  While rw-tracer captures most of the events, rw-tracer-all loses most of them

e Aya and libbpf capture most events, while bpftrace struggles considerably
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Experimental Results - Resource Usage
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Experimental Results - Resource Usage
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e Higher eBPF tool complexity

o  higher resource usage
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Experimental Results - Resource Usage

Read-only
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Conclusions become less clear for less intensive workloads!

No Two Snowflakes Are Alike: Studying eBPF Libraries’ Performance, Fidelity and Resource Usage




Experimental Results - Resource Usage

Read-only
CPU Usage Energy Consumption

T T I

60 T T
—~45 -

o
=

=30 |

2 ,
015% §
O 1

vanilla syscount rw-tracer rw-tracer-all

:.1
«
%
o
‘

&

<y
K [/
il
[
S

[ NGNS Y

294

Write-only

CPU Usage Energy Consumption
T T T T T T T T T T
25
. Ple 12 ’
220 £ X ’ o ’
=15 | P> K ’ £ 8 ’
5 15 o X <
T 10 L x <1 I ]
5 10 R R i1
5| K e <17 g
& i [
0 - al N Z] 0 Exd ) /]
vanilla syscount rw-trace -tracer-all vanilla rw-tracer rw-tracer-all
vanilla &3 bpftrace = BCC mmm libbpf === ebpf-go Ex AyaSync 1 AyaAsync Iz

No Two Snowflakes Are Alike: Studying eBPF Libraries’ Performance, Fidelity and Resource Usage



Experimental Results - Resource Usage

Read-only
CPU Usai Energy Consumption

60 T T T T I
—~ 45

o
o

=30 |

7
O15 E
O |

«
g
g

D204
|

ENENNINENSNGNENG

294

vanilla syscount rw-tracer rw-tracer-all

T I T I I

‘e 12

a !

< 1%
6 i
‘ s £ 8 5 ;
X s = K g
o s = N S 1
% 8 4 ) 1 11
g 5 N [
X s o L_E | R 1 ¢

syscount rw-tracer rw-tracer-all vanilla rw-tracer rw-tracer-all
vanilla &3 bpftrace BCC mmm libbpf === ebpf-go Ex AyaSync 1 AyaAsync Iz

No Two Snowflakes Are Alike: Studying eBPF Libraries’ Performance, Fidelity and Resource Usage



Experimental Results - Resource Usage

Read-only
CPU Usage Energy Cisumptioﬁ

T T I

60 T T
—~45 -

o
=

=30 |

7
O15 E
O | X

vanilla syscount rw-tracer rw-tracer-all

:.1
«
ﬁ
g

s

S

ENENNINENSNGNENG

[ NGNS Y

294

Write-only

CPU Usage Energy Consut)tionﬂ
T T T T T T T T T T

. 12
K e

R ? ’ 2 K

a Y 1 5 8 N

X 4 |2 0

e Y 13 9

% | 4 K]

11 B 3

b K U o L_E L 1

syscount  rw-trace -tracer-all vanilla  sysc rw-tracer rw-tracer-all
vanilla &3 bpftrace BCC mmm libbpf === ebpf-go Ex AyaSync 1 AyaAsync Iz

No Two Snowflakes Are Alike: Studying eBPF Libraries’ Performance, Fidelity and Resource Usage



Key Takeaways

e Fidelity vs Performance
o  Trade-off driven by workload intensity and event size

e Programming Language Impact
o High-level abstractions are convenient but costly in performance/resources

e Polling Strategy vs Resource Usage

o  Active Polling (AyaSync): higher CPU and energy usage
o Epoll-based strategies make it more efficient
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Key Takeaways

e Fidelity vs Performance
o  Trade-off driven by workload intensity and event size

e Programming Language Impact
o High-level abstractions are convenient but costly in performance/resources

e Polling Strategy vs Resource Usage

o  Active Polling (AyaSync): higher CPU and energy usage
o Epoll-based strategies make it more efficient

eBPF libraries behave differently under varying conditions — deeper quantitative assessment is needed!
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Future Work

Configurations and deployment

e Vary eBPF configurations (e.g. ring buffer size, polling timeout)
e |[solate Kernel and user space components

Future directions

e Expand to other domains (e.g. network, security)
e Assess performance under real-world workloads
e Evaluate complex eBPF applications
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